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*  S2-016 — A vulnerability introduced by manipulating parameters prefixed with
"action:"/"redirect:"/"redirectAction:" allows remote command execution
http://struts.apache.org/release/2.3.x/docs/s2-016.html

S2-017 — A vulnerability introduced by manipulating parameters prefixed with
"redirect:"/"redirectAction:" allows for open redirects
http'//struts.apache.org/release/2.3.x/docs/s2-017.html
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action:
redirect:
redirectAction:
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LoadModule rewrite_module modules/mod_rewrite.so
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<IfModule mod_rewrite.c>

RewriteEngine On

RewriteCond %{QUERY_STRING; action:
RewriteRule ~/webft/.* - [F]

RewriteCond %{QUERY_STRING redirect:
RewriteRule ~/webft/.* - [F]

RewriteCond %{QUERY_STRING redirectAction:
RewriteRule ~/webft/.* - [F]

</IfModule>

(3) ApacheDFLH)
ApacheD HiEEZ1TVET,

4. B OXS
WMaga e DX LAEFT -7~ HULFT 257K (2013 4E 9 AV —ATE) 2Tt L E3,
2Lk

[aTEIRE]
2013/11/20 3. [HHER ) (2) D% EFIZ, [Fl 75 - [Fl ~FTEW=LELE,

SAISON INFORMATION SYSTEMS CO.,LTD.



