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Report About Spring Data Commons Vulnerabilities (such as CVE-2018-1273) in HULFT 

Series Products 

This is a report regarding the Spring Data commons's vulnerabilities (such as CVE-2018-1273) in 

HULFT Series products. 

- Note -

1. Vulnerability Information

The vulnerability of Spring Data Commons was announced (CVE-2018-1273 etc). There is a possibility 

that an arbitrary OS command may be executed remotely as the execution authority of the running 

application server. 

<Information regarding the Java's Vulnerabilities> 

▼Pivotal Software

CVE-2018-1273: RCE with Spring Data Commons

    https://pivotal.io/jp/security/cve-2018-1273 

▼Pivotal Software

CVE-2018-1274: Denial of Service with Spring Data

    https://pivotal.io/jp/security/cve-2018-1274 

2. Investigation Status

We would like to explain the effects of the vulnerabilities mentioned above on HULFT Series 

products. 

<HULFT Series Products Investigation Status as of 9:00 on April 19th, 2018> 

Software Name Investigation Status 

HULFT No effect 

HULFT8 Script Option No effect 

HULFT IoT The following vulnerability is affected. 

CVE-2018-1273, CVE-2018-1274 

We will fix it in AAA scheduled to be released in May．Customers 

using HULFT IoT Ver.1.4.0 or lower should update to HULFT IoT 

Ver.1.4.1． 

HULFT-HUB No effect 

HULFT-DataMagic(Ver.2) 

DataMagic(Ver.3) 

No effect 

https://pivotal.io/jp/security/cve-2018-1273
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HULFT-WebFT (Ver.2) 

HULFT-WebFileTransfer (Ver.3) 

No effect 
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