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Japanese version of the Security White Paper and any translated version in any other language, the Japanese
version shall prevail in all respects.

(EIZSZEHI / JAPANESE VEL.) weeeeeeoeeeeeeeeeeeeseeesseeseeeesassesessssssssnes s sssssnassssessssssssssssnsssssssssssssssnsssssnssnssnssssesssansenes p2~ph

(BEEEAR / ENGIISN VEL.) ettt ee e een s sn s a s s e s s ensneanssesnenssesneansnsasannsnsaneanansnneans p5~p7

ETBE / Revision History

Fi#% / Revision %178 / Date of Issue ZEANA / Changes
4R / Rev. 1.0 June 8", 2022
2 iz / Rev. 2.0 August 17, 2022 @38 Y DETIE(EC2—EKS Fargate)

@REOHE— (B -2’ T H)

(DEC2 - EKS Fargate
@Termination Date - Contract End

Date

3KR / Rev. 3.0 February 8", 2023 D=2 5> Ty IS EHERNBRDOE
B &R
QOXEXRRDODESE

@Changes in implementation details
for version upgrades
@Changes in text wording

4hR / Rev. 4.0 July 1, 2024 AHLDEE
2(1)EHARDETIE
3(1)EHEA v R —/N DR

Change of company name
2(1) Correction of the description
3(1) Notation of implementation

intervals

HULFT Square ¥ 2 7 4 "7 A k~~—s%— / HULFT Square Security White Paper




Z 0 HULFT SquaretF¥ 2 U7 4R 74 bR—s8— (T [ARE] LLWET, ) E. HAsHEtEY
YFo/BY— (UTF 84 tvwnEd, ) PRM#ET 2iPaaSE 7 7 7 FH —E X [HULFT
Square] DAY 77 ATV F ¥ —ROTIVTr—a3vIilEDEIBtEFa VT4 0EKEZHELTW
LZHERBNTDRFa4xr bTT,

1. HitoEUHEA

(1) FRE*2 Y7158
L, BREF 2V T A ERAHEED THY £, FMIETLURLE ZHR LS L,

https://www.saison-technology.com/security
o, BHIEBEREF 12U T A2 P A YR T L (ISMS) DEREMEKISO/IEC27001:2013

WALEERIE L TWETS,

Q) EREF2VT 14277 FRIGET
BREFX2UT 447 PRER, EEERO. HRNOEEHRE EWOFIEZEDHTWET,

2. HULFT Squarelcf@3 2tV 714 IS
D59 Favea—FT4v7 BE
HULFT Square 3727 FarvEa1—7 4 »7EiEE LT Amazon Web Services ( TAWS] ) @ Amazon
Elastic Kubernetes Service (EKS) TDAWS Fargate®#iZA L TWE T,
77 7RavEa—T4vIREOLF 21U T AWEICOWTIE, TREURLZ ZHERCZE 0,
AWS Security Center
http://aws.amazon.com/security/

(2) 3
HULFT Squarel3:@1E DL A FEIR T 5 7= 1. HULFT Square& 7 7 4 7> LB D@IEIZSHA256 7L

Y XLXFIGD SSLAFRREIC L 2BET — 2 OS2 BREA L 9, /. BREFEAT AT bOER
EHORENBE CBER T, HULFT Squareld 7 h 7y /X7 — KPR T —RFEn Ny aiblL
THRFLET, Y—ERIIBMIND T — X IIBFBUFHERERES Y X MIEEN 2 [AES-256] o 7T
DXLIZCTHESEINET,

(3) ATAM
HULFT SquareTld, F—Y— 3 A TYILTFAZOER % & 2ZE0ORAMEZHERLTWET,

@) AREIRICBEIZEX2 VT4 HE

HULFT Square DEIF IZUHAEE L7t F 12U T4 DEFREINALBETFTCITo-TWET,
V—22—FOlEEHEERHICERETS7-0IC, ARIBICEWVLT 81y — @IV — L R SR IKER
FESSIERZHTY — IS L BIBAEZEREL TCVWET, FARRE. XT—YVI/RE, 780 avgE (B
BENCHBICHRIRE) 22N ZNEAEL. ARIOT7 SV r—rarz7ag sy a VREICT 7R

—

ALAWTEEAZBEALTWET, £/, ERNLRBERES LURICOEEZRFE 7 AL RITERY A
nTunEd,

HULFT Square ¥ 2 7 4 "7 A k~~—s%— / HULFT Square Security White Paper



https://www.saison-technology.com/security
http://aws.amazon.com/security/

3. FRL=Yaviin
) REPFL—=2a3vyFREB
HULFT Square Tld, ASPEEEICL A2 RZ L —> 3 v TRAMEERLTWET, ElEA V2 —NILITE
(21T d,

2=V Y

Lrid. HULFT Squarel {3 24 BH 5 ORERARKS LU, 2EICELIHEBES X7 LOERGEE
B, CPU/AEVER)ZITVET,

BE-ZU VI RTFLEFERLTC, EERABE /- IERRBELZHEZ 56, YH0ERBYERV
FIRE ICEROBAZITL., ABICIS UYL ) BERICTERL T,

BERRICTYERIE < HULFT Integratex®HULFT Transfert —E X ([ > X Z v R)DERITBERICTIT-
TIEL &S BEVWLET,

BAryFrER

HULFT SquarelCE WTEKREEEZ A T v bHRELLHE. EE0BVEHLY - ERAREEOH O
EWERNCA YT FEBFIBEICLY WL T, BEFEICIE. HULFT Square R 74 X A4 4 FETIE
WERELET,

@) 7s€Ravio—n
O BEKRERORE
BEEOBEHRITHULFT SquareNICEESILESNRESNLTWET, AEL ST 7 XAk
B =V ADRBIEHY £ A,
@ YA NI
HULFT Square 3B HRABHDITBEOH 21—V —HHDH A /N—KE (DDoSKEZE) %<7
BHIZ, ZDEBBRAEBFEET>TWET,
@ RET 7 AxH5%E
ERICHFREINAI—F —71FA HULFT SquarelC 7 27 X T&E A4 BAER Y /XX T — REREF
D, A=+ 73 EMBLELERRAEZEALTVWET, £/, BEBY—N"~DT77tR%Y
HALLDBEICIRET 22 LT, WE - BRICEDZRET 7L XDOARMEZIHIL TWET,
@ HHEEs0ER
LUHLTOREE BHEHHEESD ) ITHLTARE (RANE) OEF2 VT HEBLUE
HNARELF 2V TAHEZT-o>-TVLWET, EEM~OARHEBLAEYENA X2 T4 83K E=E
ML, ERUBEEZREL TUVLET,

4. F—R2OEHKW
Vo777

VRATLDNy Ty 7HEIB/HOEETCERLTWET,

viR=E 224
PEROBEATIZL y BEOREZWLET,

(3) FRHY R DEXIR LS

3 HULFT Square ¥ 2 7 4 "7 A k~~—s%— / HULFT Square Security White Paper




PERNEZNBERE SNcHE. BORTHUBEERY -7 7R TEHL<RY £9, ZHRTE
RTCEY—ERARITER S 7-7 — XIIZR T BURRICHIBR SN E T, BE. ZYInFBzBRAIN/IEE 7T
ICRT ZEiFTELELA,

5. VRIZRI AV ERKE
L, ITESEESTRBEEZMRELTVES,

6. @A
AEF. FEORITHRR TCOBEREZZERL THY., INOIEFFBHAELLKEEINIHZELH Y £T,
BHOBHRICOWTIE, TRURLE ZHERRC/ZE U,
HULFT Square —EZAHFEE RIRI3 X2V TF AR 74 bR—s3—]
https://www.saison-technology.com/service/.assets/hulft-
square_security-white-paper.pdf
BEKIE. KEZDIEHR B L OHULFT SquareDERICOWTHBICTHAET 25X 2B b DELET, &
NODBERIFAREZ IR REZBODT WARZRIEEH D 2 &< [RBRoFF] B#HEINZHDOTT,

HE

HULFT Square ¥ 2 7 4 "7 A k~~—s%— / HULFT Square Security White Paper



https://www.saison-technology.com/service/.assets/hulft-square_security-white-paper.pdf
https://www.saison-technology.com/service/.assets/hulft-square_security-white-paper.pdf

This HULFT Square Security White Paper ("this document") is a document that introduces the security
measures implemented in the cloud service "HULFT Square" infrastructure and applications provided
by Saison Technology Co., Ltd. ("the Company").

1. The Company’s Initiatives
(1) Information Security Policies
The Company has established a basic policy for information security. Please refer to the following URL for
details.
https://www.saison-technology.com/security (Japanese only)
In addition, the Company has obtained "ISO/IEC27001:2013" certification, the international standard for
ISMS (Information Security Management System) accreditation.

(2) Information Security Incident Handling
In the event of an information security incident, the Company has established a contact point, internal
responsibility structure, and response procedures.

2. Security Measures for HULFT Square
(1) Cloud Computing Environment
HULFT Square uses Amazon Fargate on Amazon Elastic Kubernetes Service (EKS) of Amazon Web Services
("AWS") as its cloud computing environment.
Please refer to the following URL for security measures of the cloud computing environment.
AWS Security Center
http://aws.amazon.com/security/

(2) confidentiality

To ensure the confidentiality of communications, HULFT Square always encrypts communication data
between HULFT Square and the client using SSL certificates supporting the SHA256 algorithm. In addition,
to prevent unauthorized use of the registered account and connection information, HULFT Square
maintains a hashed version of account and connection passwords. Data stored in the service will be
encrypted with the "AES-256" algorithm, included in the e-government recommended cipher list.

(3) Availability
HULFT Square has a multi-AZ configuration within the same region to ensure availability.

(4) security Measures in The Development Process

HULFT Square is developed in a secure environment specified by the Company.

To detect vulnerabilities in source code at an early stage, we conduct verification using static source
analysis tools and pseudo-attack type vulnerability diagnostic tools during the development process.
HULFT Square provides a development environment, a staging environment, and a production
environment (customer's environment); a mechanism is introduced to prevent deploying untested
applications to the production environment. We also incorporate regular vulnerability inspections and
handling into our development process.

3. Operation
(1) Penetration Test

HULFT Square conducts penetration testing by an external institution. The implementation interval is
once a year.

(2) Monitoring
The Company will provide countermeasures against unauthorized access to HULFT Square from outside
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and monitor the entire common system (dead/alive monitoring, CPU/memory monitoring).

If any anomalies are detected or alarm thresholds are exceeded, the Company will notify our operations
staff and developers, who will, in turn, contact customers.

Monitoring HULFT Integrate and HULFT Transfer services (instances) created by a customer is the
customer's responsibility.

(3) Incident Management

In the event of a significant failure or other incident at HULFT Square, the incident will be handled in
accordance with the incident management procedures separate from those used for normal inquiries and
operational support. Information will be sent to customers via the HULFT Square status site.

(4) Access Control

@ Storage of Customer Information
Customer information is encrypted and stored within HULFT Square.
It is not placed in an externally accessible zone.

@ Cyber Attack Prevention

HULFT Square provides threat detection and protection against cyber-attacks (e.g., DDoS attacks)
from malicious users, both internal and external to the Company.

® Measures against Unauthorized Access

Only pre-approved users can access HULFT Square. Password authentication, as well as multi-factor
authentication using smartphones, are introduced. In addition, limiting access to the management
server to communications from internal sites reduces the possibility of unauthorized access due to
intentional or negligent acts.

@ Management of Employees

The Company provides security education to all the employees (including employees of
subcontractors) when they join the Company (upon receiving their employment) and regularly. We
implement physical security measures such as access control to the office to protect information
processing equipment.

4. Data
(1) Backup
System backups are performed once a day.

(2) Logging
Customer operation logs will be kept for one month.

(3) After Termination

If a customer cancels the contract, the customer will not be able to access the service after the contract
termination date. Any data remaining in the service at the time of contract termination will be deleted
after the contract termination date. The data cannot be restored even if the customer resumes the
contract and resumes the use of the service.

5. Risk Management and Insurance
The Company carries IT business liability insurance.

6. Notification
This document describes information as of the publication date, which is subject to change without prior
notice. Please refer to the following URL for the latestinformation.
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HULFT Square Service Specification Attachment 3

"HULFT Square Security White Paper"
https://www.saison-technology.com/service/.assets/hulft-square security-white-paper.pdf

Customers are solely responsible for their independent evaluation of the information in this document
and their use of HULFT Square. The information is provided "as is" without warranty, either express or

implied.
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