To Our Valued Customers

January 16th, 2019

Saison Information Systems Co., Ltd

HULFT Division

Report About the Struts2’s Vulnerabilities (such as 2016-1000031) in HULFT Series

1.

2.

Products

This is a report regarding the Struts2’ s vulnerabilities (such as 2016-1000031) in HULFT Series

products.

Vulnerability Information

- Note —

Vulnerabilities in Struts2 have been announced (2016-1000031). If misused by attackers, any code

(command) can be executed and may control your computer.

{Information regarding the Struts2’ s Vulnerabilities>

VWlearn more at National Vulnerability Database
http://cve.mitre. org/cgi—bin/cvename. cgi?name=CVE-2016-1000031

Investigation Status

We would like to explain the effects of the vulnerabilities mentioned above on HULFT Series

products.

<HULFT Series Products Investigation Status as of 10:00 on January 8th, 2019>

Software Name

Investigation Status

DataMagic (Ver. 3)

HULFT No effect
HULFT8 Script Option No effect
HULFT ToT No effect
HULFT-HUB No effect
HULFT-DataMagic (Ver. 2) No effect

HULFT-WebFT (Ver. 2)
HULFT-WebFileTransfer
(Ver. 3)

It is affected by the following conditions:
« HULFT-WebFT Ver. 2. 0. 0~Ver. 2. 2. 1A
» HULFT-WebFileTransfer Ver.3.0.0~Ver.3.1.0

Fach product is fixed in the release (Release date : January 8th
2019) below.

« HULFT-WebFT Ver. 2. 0. 0~Ver. 2. 2. 1A

Fixed release Ver.2.2.1B

« HULFT-WebFileTransfer Ver.3.0.0~Ver.3.1.0

Fixed release Ver. 3. 1.0A
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